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IN THE CLAIMS: 

The text of all pending claims, (including withdrawn claims) is set forth below. Cancelled 
and not entered claims are indicated with claim number and status only. The claims as listed 
below show added text with underlining and deleted text with str i k e through . The status of each 
claim is indicated with one of (original), (currently amended), (cancelled), (withdrawn), (new), 
(previously presented), op^not entered). 

Please CANCEL claims 11, 20 and 21 and AMEND claims 1,7, 15-19 and 22-25 in 
accordance with the following: 




1 . (currently amended) An electronic data storage apparatus for storing electronic 
documeMts date included in a group of electronic data storage apparatuses including a main 
electronic agta storage apparatus, said electronic data storage apparatus comprising: 

a key management unit managing an individual key unique to said electronic data 
storage apparatuVto which said management unit belongs, and a common key shared with 
other electronic datastorage apparatuses of the group, selecting the individual key when 
performing an encryption process on an electronic document date stored in said electronic data 
storage apparatus to whichsaid management unit belongs, and selecting the common key when 
performing the encryption process or when verifying the electronic documenteata transmitted to 
or received from another electronic data storage apparatus; and 

an encryption unit performir^the encryption process using the key selected by said key 
management unit, and 

wherein said individual key is generated and distributed to said electronic data storage 
apparatus by said main electronic data storac 




2. (previously presented) The apparatuSvaccording to claim 1 , wherein said key 
management unit manages a group key as the commo\key to be shared in said group. 

3. (previously presented) The apparatus according to claim 1 , wherein: 
said encryption unit of said main electronic data storage apparatus generates an 

individual key of each electronic data storage apparatus in the grou^using an individual key of 
the apparatus to which said management unit belongs; and 

said generated individual key is distributed to each electronic datds^torage apparatus 
belonging to the group. 
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(previously presented) The apparatus according to claim 2, wherein: 
s&id encryption unit of said main electronic data storage apparatus generates a group 
key to be snared in the group using an individual key of the apparatus to which said 
managemenr\unit belongs; and 

said generated group key is distributed to each electronic data storage apparatus 
belonging to the group. 

5. (previously presented) The apparatus according to claim 2, wherein: 

said encryption unit of said main electronic data storage apparatus generates a group 
key to be shared in the group with a key preliminarily assigned as the individual key to said 
main electronic data storagkapparatus associated with a new key externally specified; and 

said generated group key is distributed to each electronic data storage apparatus 
belonging to the group. \^ 

6. (previously presented) T^e apparatus according to claim 2, wherein: 

an electronic data storage and management apparatus for managing respective main 
electronic data storage apparatuses in a plurality of groups exists; 

said encryption unit of said electronic\ata storage and management apparatus 
generates an individual key of each of said maiK electronic data storage apparatuses using an 
individual key of the apparatus to which said management unit belongs; and 

said generated individual key is distributed to^ach of said main electronic data storage 
apparatuses. 

7. (currently amended) The apparatus according^ claim 2, wherein said key 
management unit manages, in addition to said group key as thkcommon key, a public key for 
use in transmitting the electronic documente aia to and receiving i kthe electronic document 
from an electronic data storage apparatus belonging to a group different from a group of the 
electronic data storage apparatus to which said management unit belongs. 

8. (original) The apparatus according to claim 1, wherein said individual key is 
preliminarily assigned to each electronic data storage apparatus before use of the apparatus. 
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\9. ' (previously presented) The apparatus according to claim 1 , wherein: 
staid encryption unit generates the individual key with a key preliminarily set before use 
of the apparatus to which said management unit belongs with a new externally specified key; 
and \ 

said key management unit manages the generated individual key. 

10. (previously presented) The apparatus according to claim 1, wherein said key 
management unit manages, in addition to the individual key and the common key, a master 
key to be shared by alKelectronic data storage apparatuses. 



(cancelled) 

(previously presented) The apparatus according to claim 10, wherein: 
said encryption unit of saicrmain electronic data storage apparatus generates a group 
key as the common key by encryptin^Jnformation identifying the group using the master key; 
and 

said generated group key is distributed to each electronic data storage apparatus 
belonging to the group. 

<K3u (previously presented) The apparatus according to claim 1 , wherein: 
a hierarchical structure of electronic data storage apparatuses is designed as having the 

group of a plurality of electronic data storage apparatuses as one hierarchical level; and 

said key management unit manages a group key^s the common key depending on the 

hierarchical level of the group containing the electronic datastorage apparatus to which said 

management unit belongs. 

14^ (previously amended) The apparatus according toVlaim T3> wherein: 
in the hierarchical structure of the electronic data storage apparatuses, an electronic 

data storage and management apparatus for managing electronic datastorage apparatuses in 

a lower order group exists in a group at one level higher than the lower order group; 

said encryption unit of said electronic data storage and management apparatus 

generates a group key for the lower order group using the individual key of tn^ apparatus to 

which said management unit belongs; and 
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said generated group key is distributed to the electronic data storage apparatuses in 
the groyp at one level lower. 

(currently amended) A method of managing electronic documentsdata in an 
electronic clata storage apparatus in a hierarchical structure having a group of a plurality of 
electronic da^ storage apparatuses as one hierarchical level, the group including said 
electronic datastorage apparatus and a main electronic data storage apparatus, the method 
comprising: \ 

re-encrypting- by a first electronic data storage apparatus in one hierarchical level of 
the hierarchical structure, a document data encrypted using an individual key which is unique 
to and stored in the apparatus, using a higher order group key corresponding to the 
hierarchical level, and transmitting the re-encrypted document data to an electronic data 
storage and management apparatus for managing the electronic data storage apparatuses in 
a group at one hierarchical level lower; 

verifying, by said electronic data storage and management apparatus for managing a 
lower group of electronic data storage apparatuses, the received document data using the 
higher order group key, re-encryptingahe received document date using the lower order group 
key corresponding to one hierarchical IWel lower if the received documentsdata is correct as 
a result of the verification, and transmitting the received documentdata to a second electronic 
data storage apparatus in the group at oneNevel lower; and 

verifying, by the second electronic datastorage apparatus, the received 
documentsd ata using the lower order group key\e-encrypting the received document data 
using an individual key unique to the second electronic data storage apparatus if the 
electronic document data is correct as a result of the\erification, and storing the re-encrypted 
received-date document , and 

wherein said individual key is generated and distributed by said main electronic data 
storage apparatus. 

T§. (currently amended) A method of managing electronic documents data in an 
electronic data storage apparatus in a hierarchical structure havinka group of a plurality of 
electronic data storage apparatuses as one hierarchical level, the group including said 
electronic data storage apparatus and a main electronic data storage apparatus, the method 
comprising: 
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re-encrypting, by a first electronic data storage apparatus in one hierarchical level of 
the hierarchical structure, a document data encrypted using an individual key which is unique 
to andNstored in the first electronic data storage apparatus, using a lower order group key 
corresponding to the hierarchical level, and transmitting the re-encrypted data -document to a 
lower order group electronic data storage and management apparatus for managing the 
electronic date storage apparatuses in the group; 

verifying^ by said electronic data storage and management apparatus for managing a 
lower group of electronic data storage apparatuses, the received document data using the 
lower order group Key, re-encrypting the received data using the higher order group key 
corresponding to one^iierarchical level higher if the electronic documentdata is correct as a 
result of the verification\and transmitting the document data to a receiving electronic data 
storage apparatus in the group at one level higher; 

verifying, by the receiving second electronic data storage apparatus, the received 
documentdata using the higheKorder group key, re-encrypting the received documentdata 
using an individual key unique teethe second electronic data storage apparatus if the 
electronic document data is correct\s a result of the verification, and storing the re-encrypted 
received documentd ata, and 

wherein said individual key is generated and distributed by said main electronic data 
storage apparatus. 



(currently amended) A method 6| processing electronic documentsdata, 

comprising: 

storing in a storage unit an individual key unique to an electronic data storage 
apparatus for storing an electronic document data ancNf common key shared with another 
electronic data storage apparatus; 

selecting the common key stored in the storage uni^as a key to be used when 
communicating the electronic document data; 

selecting the individual key to be used when performing^an encryption process on the 
document data to be stored in said electronic data storage apparatus; and 

performing the communication process or encryption proces^using the selected key, 

and 

wherein said individual key is generated and distributed to said Electronic data storage 
apparatus by a main electronic data storage apparatus in a group of datastorage apparatuses 
including said data storage apparatus. 
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17 vt 
\T&. (currently amended) The method according to claim T*, wherein; 

aid electronic data storage apparatus stores as the common key a group key shared 

in one group; 

re-encrypting, by a first electronic data storage apparatus, an electronic document data 
encrypted using the individual key and stored in the first electronic data storage apparatus, 
using the groufy key, and transmitting the document data to a second electronic data storage 
apparatus; and 

verifying by\the second electronic data storage apparatus, the received electronic 
document data using\the group key, re-encrypting the received electronic documentdata using 
the individual key wher* the electronic document data is correct according to the result of the 
verification, and storing the re-encrypted received document data. 

,% \ # 

1^, (currently amended) The method according to claim .47, wherein; 

said electronic data storage apparatus belonging to one group stores as the common key 
a public key of an electronic datastorage apparatus belonging to another group; 

re-encrypting by a first electronic data storage apparatus, the electronic documentd ata, 
encrypted using individual key and stored in the first electronic data storage apparatus using the 
public key and transmitting data to a second electronic data storage apparatus; and 

verifying by the second electronic^Jata storage apparatus the received electronic 
document -data using a private key which i^a pair member with the public key, re-encrypting the 
received electronic document data using the individual key when the electronic document data is 
correct according to the result of the verification\and storing the re-encrypted received 
documentd ata. 

20. (cancelled) 

(cancelled) 

$L (currently amended) An electronic data storage^pparatus for storing electronic 
documentsdata, comprising: 

key management means for managing an individual key uritaue to anthe electronic 
document data storage apparatus to which said key management means belongs, and a 
common key shared with other electronic data storage apparatuses, selecting the individual key 
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wh^n performing an encryption process on the electronic document data stored in the electronic 
datastorage apparatus to which said means belongs, and selecting the common key when 
performing an encryption process or when verifying the electronic documentd ata transmitted to 
or received from another electronic data storage apparatus; and 

encryption means for performing the encryption process using the key selected by said 
key management unit, and 

whereita said individual key is generated and distributed to said electronic data storage 
apparatus by a nnain electronic data storage apparatus in a group of data storage apparatuses 
including said datastorage apparatus. 

At) \ 

S3L (currently amended) A computer-readable storage medium for storing the-a 
program which directs a\omputer to process electronic documents data, comprising-ef: 

storing in a storage\jnit an individual key unique to an electronic data storage apparatus 
for storing an electronic dociVientd ata and a common key shared with another electronic data 
storage apparatus; ^ 

selecting the common ke^sstored in the storage unit as a key to be used when 
communicating the electronic document data; 

selecting the individual key as\ key to be used when performing an encryption process 
on the document data to be stored in theWctronic data storage apparatus; and 

performing the communication process or the encryption process using the selected key, 

and 

wherein said individual key is generate)*! and distributed to said electronic data storage 
apparatus by a main electronic data storage apparatus in a group of data storage apparatuses 
including said data storage apparatus. 

24? (currently amended) A method of data transmission for a local environment and a 
global environment, comprising: 

storing a local encryption key for the local environment locally and storing a global key for 
the global environment; 

receiving a document data to be transmitted along with a^ environment indicator 
indicating the environment of the document data transmission; 

selecting one of the local and global encryption keys resportsive to the indicator; 

encrypting the document data with the selected one of the ke^s; and 

transmitting the encrypted data, and 
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whereih the local key is used for data storage in a local data storage unit only by a local 
data storage system that stores the local key. 



■25* 



(currently >fqended) A method as recited in claim -24^ wherein the local 
environment comprises a local^area network, the global environment comprises the internet, and 
the indicator is an address of the dobumentd ate transmission where a local area address 
indicates the local environment. 
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(previously presented) A method asserted in claim ^ wherein the method is 
performed by a data storage apparatus data transmissiohythe data transmission comprising a 
transmission to a data storage device having a device addres^swthin the data storage 
apparatus, said storing comprises storing a data storage device enc^yotion key, and said 
selecting comprises selecting the device encryption key when the transmission is to the storage 
device. 
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